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CloudTrail
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CloudTrail

AWS MH[A ARE 4L 2HEHTHAPI 21 &4

{"Records": [{
"eventVersion": "1.0",

"userldentity": {
-_ "type": "IAMUser",

"arn": "arn:aws:iam::123456789012:user/Alice",

"userName": "Alice”

h
"eventTime": "2017-11-29T11:29:427",

"eventSource": "iam.amazonaws.com",

AFEXEO| API AFE "eventName": "CreateUser",
LHFaf o= "awsRegion": "us-east-1"
_;ISI_-II T 4 "userAgent": "aws-cli/1.3.2 Python/2.7.5 Windows/7",

"requestParameters": {"userName": "Bob"},
"responseElements": {"user": {"createDate": "Nov 29, 2017 11:29:42 AM", "userName": "Bob",
"arn": "arn:aws:iam::123456789012:user/Bob", "path": "/", "userld": "EXAMPLEUSERID"}
}
H}




CloudTrall 2O A £ 1
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O|EHl E 0|2 — AWS Console, AWS CLI, AP

Filter: Read only - false Time range: Select time ran

| — |
QDLOGALCEVE7E4K4PHGGIN",\"logGroupName\” :\"RD505Metrics\"}, \"responseElements\" :null, \"requestID\j
b®38-08d5db5b28c81\ ", \"eventID\":\"af41c853-90e1-4790-96F1-b62684082Fe55\ ", \"eventType\" : \"AwsApiCa
I-03611488e8b562395 UpdatelnstanceAssociationStatus 16140328\",\"recipientAccountId\":\"128171285460\"}",

Event time User name Event name Resource type

"CreatelLogStream”,
i-03611488e8b562395 UpdatelnstanceAssociationStatus £ [ logs.amazonaus . com”,
i-03611488e8b562395 Updatelnstancelnformation
"3a2611ff-36be-464b-af68-dc9e28abb3bb”,
i-092945162c7879912 Updatelnstancelnformation “skoppes-Isengard”,
1535562416.8,
- - P e . Event™: "{\"eventVersion\":\"1.85\",\"userIdentity\":{\"type\":\"AssumedRole\",\"principalId\":\"
I-0769afd94d1faa2b0 Updatelnstancelnformation skoppes-Isengard\”,\"arn\":\"arn:aws:sts::1281712654086:assumed-role/IsengaardAdministrator/skoppes
" :\"128171205480\" ,\"sessionContext\": {\"attributes\": {\"mfaAuthenticated\":\"false\",\"creation
fceBbcb2f1d83fcsb0aar... CreateOpsltem 86:56Z\"},\"sessionIssuer\": {\"type\" :\"Role\",\"principalId\" :\"AROAIDTH3SIIPVD4WSV4E\",\"arn\"

5480:role/IsengaardAdministrator\”,\"accountId\":\"128171265486\",\"userName\" :\"IsengaardAdminis
2\ " \"2818-08-29T17:86:56Z\" ,\"eventSource\":\"signin.amazonaws.com\",\"eventName\" :\"Consclelogin
ast-1\",\"sourceIPAddress\":\"72.21.198.66\",\"userAgent\" :\"Mozilla/5.8 (Windows NT 10.8; Wing4;
o ~ ) 6 (KHTML, like Gecko) Chrome/68.0.3448.186 Safari/537.36\",\"requestParameters\":null,\"responseE
i-0768afd94d1faa2b0 Putinventory sin\":\"Success\"},\"additionalEventData\":{\"MobileVersion\":\"No\",\"MFAUsed\":\"No\"},\"eventID
-af68-dc9e98abB3bb\ ", \"eventType\" :\"AwsConsoleSignIn\",\"recipientAccountId\":\"128171265466\" }"

AutoScaling Runinstances EC2 Ami and 4 more

i-0769afd94d1faa2b0 PutComplianceltems
"Consolelogin”,

L =": "signin.amazonaws.com”,

i-0769afd94d1faa2b0 UpdatelnstanceAssociationStatus [

i-0769afd94d1faa2b0 UpdatelnstanceAssociationStatus

i-0 94d1faazbl pdate Ce atus
H0763afdaad1faa2bl LpdatalnstancaAssociationStatus W oudtrail lookup-events --lookup-attributes AttributeKey=ReadOnly, AttributeValue=false,
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Start event ID

> Insight Ct22E 7H5(CSV, JSON A 5H)




CloudWatch Logs Insights

AWS AH[A ARS1F BHEHTHAPI 21 &4

CloudWatch Query help

Add to dashboard Actions v

« VPC Flow Logs
* Route53 Logs
e Lambda Logs
e CloudTrall Logs

e Other formats

Dashboards
Alarms

INSUFFICIENT

Billing
Events

Rules

Event Buses
Logs
| Insights
Metrics

Alpine

© Add a dashboard

EnableAWSCloudTrail

stats count(*) by eventSource, eventName, awsRegion

m Sample queries v

Logs Visua

Lambda queries

Distribution of

200
150
100
50
0

12PM  Thu 29

**

: eventSource

s3.amazonaws . com
s3.amazonaws . com
s3.amazonaws . com
s3.amazonaws . com
s3.amazonaws . com
SNS.amazonaws. com
s3.amazonaws . com
s3.amazonaws . com

O 0o N O AW N

logs .amazonaws . com
SNs.amazonaws. com
S3.amazonaws . com

Common queries

Route 53 queries

autoscaling.amazonaws .com

»

4

»

VPC flow log queries »

12 PM

Have feedback? Email us.

15m 30m 1h 6h 12h 1d custom(1w) ~

Number of log entries by region and EC2 event type

Regions, usernames, and ARNs of newly created IAM users

Fri 30

12PM December 12 PM

: eventName

GetBucketPolicy
GetBucketRequestPayment
GetBucketLocation
GetBucketlLogging
GetBucketEncryption
ListTopics
GetBucketWebsite
GetBucketAcl
DescribeAutoScalingGroups
DescribelogGroups
ListSubscriptions
GetBucketReplication

Dec 02

12PM Mon 03

: awsRegion
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2

12PM  Tue 04

: count(*)

120
112
499
184
112
12

112
216

12 PM

Commands
fields

filter

stats

sort

limit

parse

Discovered fields

Q

@logStream
@message
@timestamp
awsRegion
eventlD
eventName
eventSource
eveniTime
eventType
eventVersion
recipientAccountld
requestiD
sourcelPAddress
userAgent
userldentity.type
userldentity.invoke...
resources.0.type
requestParameters...

requestParameters...

resources.0.ARN
resources.0.accou...
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Amazon GuardDuty
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GuardDuty ¥/ EX| A

QIAEA THAMIHY:
« Port Probe/Accepted Comm
Port Scan (intra-VPC)

 Brute Force Attack (IP) « Password Policy Change
« Drop Point (IP) * Malicious Comms (ASIS) * Instance Launch Unusual
« Tor Communications  Bitcoin Mining » Region Activity Unusual
* Outbound DDoS  Suspicious Console Login
{72 E CHArZHE:  Spambot Activity « Unusual ISP Caller
« Tor API Call (failed) » Outbound SSH Brute Force « Mutating API Calls (create, update,
e Unusual Network Port delete)
« Unusual Traffic Volume/Direction « High Volume of Describe calls
« Unusual DNS Requests * Unusual IAM User Added

« Domain Generated Algorithms
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Observed EC2 instances using this IP address info

Lorem ipsum dolor amet intelligentsia subway tile single-o1 yitee tote b
irt humblebrag iceland mixtape roof party free yefore they sold out.

Q
ECZ instance First time observed
p i-1234a5b678c901d23 11/10/18, 23:00

v [-4567d8e901f234956 10/28/19, 15:00

[Time series label]

» -7890h1]234k567189 11/13/19, 13:00

Last time observed

11/13/19, 14:00

11/12/19, 16:00

Scope: 1018 @21:00 - 10/19 @23:00
I / { / {

11/13/19, 13:00




Overall API call volume .

Successful API calls 63.26% of scope time volume

Failed API calls 63.26% of scope time volume

EC2 instance and remote IP communication ..

2 flov 2 between the EC2 inst e and the remc
t > a timeline of that cor at

Remote IP address v

Inbound traffic

Outbound traffic

age inbound volume (s

age outbound volume (scope time) «
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Custom action &£
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Security Hub

Accounts Custom actions Usage General

Custom actions
Configure AWS Security Hub to send selected insights and findings to CloudWatch Events by creating a custom action.

Name Description Custom action ARN

arn:aws:securityhub:us-east-

Send to Email Send this finding t il
ena o Emal & 15 finding to emat 1:526039161745:action/custom/send_to_email

Custom Action that will isolate the EC2 instance associated with arn:aws:securityhub:us-east-

Isolate Instance
the finding 1:526039161745:action/custom/isolate_instance

Terminate . . . . e arn:aws:securityhub:us-east-
Terminate the EC2 instance associated with this finding 4 ) . .
Instance 1:526039161745:action/custom/terminate_instance

arn:aws:securityhub:us-east-

Send to Slack Send the details of this finding to Slack 1:526039161745:action/custom/send_ to. slack

arn:aws:securityhub:us-east-

Send to Securit Send this to the security team so they can workflow it further
y y y 1:526039161745:action/custom/send_to_sec_wf

Disable Access Disable the access keys associated with an IAM finding arn:aws:securltyhub:L‘ls-east- .
Keys 1:526039161745:action/custom/disable_access_keys
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