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“Simian Army to keep our cloud safe, secure, and highly available.
- 2011 Netflix blog
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Principles of Chaos Engineering


http://principlesofchaos.org/
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* Redundancy (multi-AZ) » Read Replica, Write Sharding

* Auto Scaling  Static & Dynamic Content Caching
* Immutable Infrastructure * Event Driven Architecture
 Infrastructure as code * Dynamic Routing
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» Exception handling * Human operators

* Timeouts * Monitoring and observability

» Retries w/backoff * Incident response

* Circuit breakers * Measure, measure, measure




https://aws.amazon.com/ko/well-architected-tool

L

Identify the workload
to review
Then answer a series of
questions about your
architecture

AWS
Well-Architected Tool
Review your answers against
the five pillars established by
the Well-Architected
Framework

®

Operational
excellence

Get videos and documentation

] related to AWS best practices
Security

Reliability

Generate a report that

summarizes your workload review
Performance

efficiency

—
&II
View the results of workload

Pillars reviews across your organization
in a single dashboard

Cost optimization
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Netflix : Z=2& A|2&F 2=, SPS (Starts-per-second), The Pulse of Netflix

Amazon:
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- Application level (exceptions, errors, etc.)
- Host level (services, processes, etc.)

Resource attacks (CPU, memory, 10, etc.)
- Network attacks (dependencies, latency, packet loss, etc.)

AZ attack
Region attack

People attack
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Postmortem
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Exhausting CPU, memory, and I/O : stress-ng

Exhausting the disk space on hard drives : dd
Exhausting application APlIs : wrk

Lﬂ H3 He|E2d HE
Injecting latency, loss and corrupting the network : tc, /etc/hosts, Blackholing
ON=c|A0[M, T2 AL, MH|A B E

Killing Java processes, Python processes

Database failure injection, Failures in the serverless world
ol o

Randomly stopping an EC2 instance in an availability zone
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Chaos Monkey from Netflix (

Simian Army

Chaos Gorilla, Chaos Kong
Latency Monkey, Doctor Monkey, Conformity Monkey
Kube Monkey

« Chaos Toolkit, ChaosIQ ¢ )
« Litmus ( )

- PowerfulSeal (

 |stio ¢ )

« Gremlin Inc. ¢ )


https://netflix.github.io/chaosmonkey/
https://chaostoolkit.org/
https://litmuschaos.io/
https://github.com/bloomberg/powerfulseal
https://istio.io/
https://www.gremlin.com/

Failure as a service
Fasy to use APl and Ul

EH R
 Hosts, Containers, Kubernetes

74 O

* Resource : CPU, Memory, Disk
o State: Process Killer, Shutdown

« Network : Latency, Packet Loss

https://app.gremlin.com/



https://app.gremlin.com/
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Dashboard

E]

Scenarios

4

14
Attacks

[

Schedules

=z

Clients

D

Reports

ul

Does

<>
API

B Dashboard | X Simple Book: X [ AWS App Me

@, & app.gremlin.com

Dashboard

Simulate an outage.

TOTAL ATTACKS

Last Month: 4

‘! “gf \_Nelcome!

a yaur Cha

X 5. CloudWatch

ACTIVE CLIENTS

sicned. 5
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Monitoring

X

I AWS X-Ray

st runming attaciks

Recommended Scenarios

|

EEC

x |+

\
ACTIVE US|

Invite 2 more u

Schedule your a

tomate your cnaos

Recommended Scenarios are pre-configured by the Gremlin team based on real-world failure modes. You can al
customize your own. Select one of the Scenarios to run, then add the targets you want to attack and unleash t}

0 Unavailable Dependency
Blackhole Attack - B steps

Validate Auto-Scaling
CPU Attac tens

©

Prepare for Host Failure

Shutdown Attac

Environment

# Your environments X ™ Gremlin - AWS Cloud9 X aws-app-mesh-example: X +
= S @ ap-northeast-2.console.aws.amazon.com/cl... @ ¥ m ) B eg e .;
AWS Cloud? File Edit Find View Go Run Tools Window Support 0
E kubectl - "ip-172-31-. ° watch - "ip-172-31-2! c;
Every 1.0s: kubectl get pods -n gremlin Fri Mar 27 04:31:47 2020 ;
NAME READY  STATUS RESTARTS  AGE )
chao-6459889d78-wmff 1/1 Running @ 23h
gremlin-5z8sv 143 Running @ 23h O
gremlin-m879f 1/1 Running @ 23h =
gremlin-zp8qj 1/1 Running (%} 23h i
\;7;3.
D
@
watch - "ip-172-31-2! x ] '
Every 1.0s: kubectl get pods —-n summit-2020 Fri Mar 27 04:31:47 2020
()
NAME READY  STATUS RESTARTS  AGE \C
nginx-56db997f77-v9c5m 1/1 Running 8 22h s
bash - "ip-172-31-25
junwoo:~/environment $ while true; do curl -o /dev/null -s -w "$(date +%H) $

(date +%M) $(date +%S) %{http_code}\n" http://localhost:8080; sleep 1; done




' Getting Started with Litmus - | X +

« =2 @ docs.litmuschaos.io/docs/getstaried o @ | Ex [=f

! |_|-tm Uus Docs Litmus Docs 1.2.0 GitHub Slack ChaosHub @, Search

Getting Started v Getting Started With Litmus @ Pre-requisites

. Getting Slarted
Introduction 9 28t

Install Litmus

ChaosHub

Install Chaos Experiments
Plugins . . Setup Service Account
Architecture pl'e-l’equIteS Annotate your application
Resources Prepare ChaosEngine

Kubernetes 1.11 or later.
Override Default Chaas

nmunit ‘ Vari
Community Experiments Variables

Developer Guide . Run Chaos
Getting Started
Observe Chaos results
Concepts > ) o _
Running chaos on your application involves the following steps: Uninstallation
Expenments ? ) More Chaos Experiments
Install Litmus
LithS FAQS > Join our community

Install Chaos Experiments
Setup Service Account
Annotate your application
Prepare ChaosEngine
Run Chaos

Observe chaos results

Install Litmus

n

kubectl apply —f https://litmuschaos.github.io/pages/litmus—operator-v1.2.0.yaml
The above command install all the CRDs, required service account configuratilkn, and chaos-operator.
Before you start running a chaos experiment, verify if Litmus is installed correctly.
Verify your installation

« Verify if the chaos operator is running






714

2=

Amazon EKSE &%t =



= 0|5

KS7t X| &S}t

Amazon

=

=

joll

==

jod
1

e

Y
Mo
<|

<
Hl

|AM, VPC, ELB

Ho

ol

_EE_ <2
i < _A_._ _

=l U
ol
H Im

H| oF

B

CloudWatch



Phase 1
EKS control plane . .

'TIILI-EI é‘; A—I H I ﬁ i Amazon EKS i
Phase 2 i :
EKS data plane T

.T_I'_I-E_I -Clgl A‘I H I ﬁ Managed AWS Fargate

Node Groups SEVEESS)



-KS Control Plane

VPC
Inl 7|‘%)é_>| O API servers ASG
e 0 i
Instances
. — AZ-1 AZ-2 AV
Native AWS B HE £ 1 ELB
_,}_ Etcd ASG
NLB ZEEQE I (- (-
Instances




-KS Data Plane

Cluster Autoscaling
Horizontal Pod Autoscaling
Node/Pod Affinity
Readiness/Liveness probes !

Pre-stop commands |
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Service A
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Service C
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Service A

Virtual
Service B

Virtual
Service C

»
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Service B (v1)

Service B (v2)

Virtual
Router B

n
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Service C




Avoiding Cascading Failures
: : =] [

Traffic Management

Ret ry connection |

problem |
|

Timeout [I‘_E |
FallbaCk —_A—— _tﬁoutll

Circuit Breaker ' '

timeout! |

* —— —
circuit open! |

https://martinfowler.com/bliki/ CircuitBreaker.html
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Book Info Application

4 F{eviews—ﬂ]

Requests : | [Reviews-v2 |,
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https://istio.io/docs/examples/bookinfo/



https://istio.io/docs/examples/bookinfo/

Simple Bookstare App X I AWS App Mesh X @ AWS X-Ray X L CloudWatch Management Con X +

& -5 C @ NotSecure | f8¢90468-bookinfo-productp-c7b2-152508579.ap-northeast-2.elb.amazonaws.com/producipage?

Bookinfo Sample

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and mistaken identity, in addition to puns and word

play.
Book Details Book Reviews
Type: - . g ;
paperback An extremely entertaining play by Shakespeare. The slapstick humour is refreshing!
Pages: — Reviewer1
200 * % Kk Kk k
Publisher:
PublisherA
Language: L. .
English Absolutely fun and entertaining. The play lacks thematic depth when compared to other plays by
ISBN-10: Shakespeare.
1234567890 e B
ISBN-13:
123-1234567890 * kK kX



Next step

Demo 2t Al J10| E

Kubernetes 2| I & A A

Amazon EKS & App Mesh & & 70| =

Gremlin & & 7}0| E

Litmus 25 70| E


https://openzon.github.io/aws/summit-2020
https://kubernetes.io/docs/home/
https://eksworkshop.com/
https://appmeshworkshop.com/
https://www.gremlin.com/community/tutorials/how-to-install-and-use-gremlin-with-eks/
https://docs.litmuschaos.io/docs/getstarted/




QWS SUMMIT
~—7 ONLINE




