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Cryptocurrency Exchange
Service in Korea

Cryptocurrency Exchange
Service in APAC

(Global top-tier crypto
exchange, partnering with
Bittrex US)

(Based in Singapore,
Thailand, Malaysia,
Indonesia, and expanding)

“We, as a blockchain enabler, provide infrastructure and services for our partners to
grasp driving forces for building blockchain-enabled ecosystem”

Dunamu & Partners

Investment Division of
Dunamu

Luniverse Blockchain-as-a-
Service 2.0 Platform

Stock Exchange Service
based on Kakao Platform
(Invests total of ~$100M

Spun-off from Dunamu, - (Leading stock trading

’19.04, application in South Korea, into the
Launched Luniverse 1.0 — rebranded to “Stockplus”) blockchain industry)
’19.05,

Renewal Luniverse 2.0 - '20.06

@ Luniverse



Roadblocks on Blockchain Mass Adoption

Developer

Blockchain transaction speed/scalability issue,
difficulties of responding to various protocols

Business

Difficult to recruiting competent
blockchain developers
Excessive R&D cost of blockchain
Lack of access to potential end-users

End-User

Private Key Management,
Inconvenient Ul/UX
Lack of channels to approach DApps




Current Issues

In terms of Chain and DApp

= Requirements of DApp

o Support for millions of users
o High performance
- Sequential execution
Parallel execution
o Great user experience
« Free for use (No Gas payment)
Easy to access and use

o Easy Upgradable

= But,
o High transaction cost
o Low performance (10~20 TPS)

o Long block confirmation time



Approach

How to solve it?

1. Wait until Ethereum solves the scalability problem => PoS (Casper), Sharding , Plasma,
Raiden, ...

2. Believe another blockchain platform’s whitepaper

3. Create a new blockchain platform from scratch

= Especially, consideration for company
o Learning curve about blockchain

o More employment and investment for infra setup and operation

o Lack of domain specific tools (Wallet, Token, DID, Vault, Key
management, Air-drop, and so on)

o Requires easy integration with legacy system

o Enterprise level stability






System Requirements

Luniverse Mainnet

Type
Consensus algorithm
Consist of chain

Mainnet Network topology
Node management tool
On-chain authority governance tool




System Requirements

Luniverse Side chain 1/2

On-demand chain service
Consensus algorithm

Consist of chain
Network topology
Block reward

Gas reward

Dedicated Authority governance system

Side-Chain High performance
Guaranteed performance
Block time
No-Gas
Cache layer over blockchain
Miner Private-Key management (optional)
Asset transfer through chaining of bridges
Number of bridge DApp




System Requirements

Luniverse Side chain 2/2

Type

Dedicated
Side-Chain

Shared
Side-Chain

Bridge relay cost
Monitoring

Block audit
Analytics

Disaster Recovery

Managed chain service

Abuser protection

Multi-tenant system

Contract based shard allocation
Global proxy architecture
Traffic control

Geolocation based DNS routing
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Side chain provisioning

1. DA MEQ| KR RI=Z 2} K|S
= |solated networking (ACL, SG)
= Dedicated computing (EC2)

= Dynamic re-configuration (i.e., node add/remove, volume size, change compute type, modify
topology)

2. DA 2| A g
= Resource tagging (individual, group)

= Permission based access control (i.e., JSON RPC, web3, REST, Truffle)

= Precise metering of resource usage



Infra Limitations

VPCs per Region 20

Subnets per VPC 200

(Two subnets per one side chain, so 100 side chains are
possible)

VPC security groups per Region 5000

Active VPC peering connections per 125
VPC

Cloudformation stacks per Account 1000

Capacity: 12,000 side chains, but Luniverse is configured to support
= Side chains per VPC: 50 (half of limit)
= Side chains per Account: 50 x 20 = 1000
= Side chain with 6 account: 50 x 20 x 6 = 6000


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html




Overall Architecture

New features in Luniverse 2.0 - & g W B
HYPERLEDGER

web3.js FABRIC SDK Go

+ Wallet API
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API Gateway API Gateway API| Gateway API Gateway API| Gateway API Gateway
(Console) (Admin) (Scan) (Open API) (RPC / WS) (gRPC)

+ Block-Stream

Authentication / Authorization / Access-Token Management / Rate-Limit

+ web3 provider

+ I A M Baa$ Services Block Stream Services

+ Fi n e g ra i n e d m ete ri n g Connect Transaction Elat:t:kP?;{::::‘ Mainnet Tx Stream BaaS Tx Pipeline

Wallet

Metering / Billing

Contract Security Audit

Common Infra Service Crawler
(Email, Slack Notification, CDN, ) (block-mining)

Kubernetes
(Container Orchestration)

Database Workflow Engine Message Broker CQRS/ES Luniverse
(Netflix Conductor) (Kafka) (EventStore) Mainnet (Sandbox) (Sandbox)

Cloud Infrastructure
(VPC / Network / VM / DNS)




Microservice Architecture

Luniverse 2.0

amazon

p o1 slack lll\ SN“;"‘“"“ cludfront Danal"
t o 4 b
. | |

Natification Paymant

Systam Architsctrs

Autn

Acass taken management

Autharfication >

Autharzation

Event Lib Event Lib

Evers Lib EventLib Event Lib

Console Service

Event Broker

DDD (Domain Driven Desig

Organization

‘Work-Flow Project
g N 0
conducior o= [T Ereni Lo

A=
A=

; [ —————
h Sign Raws

Gantract Flow.

AP Gateway
(Consale)

Cannoat public-shain
Crasle sice-chan
Cnain Management

Vi Fiow 0, Params, ..y
Work-Flaw Monitor R Metering

Aggregals usage info

Baance (Coin  Teken)

EventLib

Ever Ly

Orchestration/Choreograp

Tohen Flow

Canductor (Work-Flow Engine)

Vi o 0, Pararra i
Luniverse Console

CQRS / ES N =

™
Eom o ()} EVENT STORE

—— UPbit

CORS-ES Event Lib.

API Gatwway
(Admin)

‘Stream Flaw

Viork Fiow 0, Faram...

Data Platform Bridge-DApp

ol g e,

Amazon Athena ] Evert Lib Evenl Ly

Evant Lib

Sean Service

Py : f=——1
i
i

Cantextusl Dril-Down

Explrs (Block T 1 Tokan)
== elastic stack

EventLo

Luniverse Scan
Event Lib

TX (REST) v HLF Audit

) 1
mEppplambda

e = w
DynamoDB :

Streams e/ REST mapping
REST fisory (Statstics)

T ol

Cramler (ETH (LPOA)

Fully managed Tx-Pipeline p—

REST history (Statistcs)

— Il

HLF Chain

X (REST)

RerTe / REST mapping Chain provisioning Protocol Mapging Chain pravisioning

REST history [Statistcs)
Event Lib Evert Lib Evart Lib

Block-Stream Pipeline Event Lib.

—

Event Lib

AP Gatoway
(CpenAPI { Wet3)

Advanced extension

(s

Basic extension

HYPERLEDGER
FABRIC SDK Go

API Gateway
(RPC - ETH, LPOR)

HLF Crawler

Chain Infra

LPOA Routsr

Reverse proxying for Webd
T failurs datocsion

RPC (ETH, LPOA)

——

Healh.chack
Connaction fak-ovar / fail back
Lalancy measure

LPOA side chain rescurce management

Heaith-check
Connetion fall-over | falt back
Latency measue

Event Lib

Evert L

API Gataway
(GRPC - HLF)

apC
L
Firawa
I
I,
¥

Mainnet

HLF
(Sandbex)

T

|

|

|
F——
}

|

| ———
|

|

|

|

EventLib




Physical Architecture -

S

Autoscaling Group
RDS

MSK

DynamoDB

SQS

ALB, NLB, ELB
Route53

S3, Lambda, CloudWat

CloudFront

AWS Account #0 (BaaS)
—

aa$ Platform + Side-Chain)

CloudWatch

DATADOG

BaaS VPC

Private Link

Luniverse Console

Luniverse Scan
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Dynamo DB
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UPTO 20 VPCs
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Capacity:
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1000 (Chains per AWS Account)
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DhySiCal Architecture - (Side-Chain Infra Design)

= Network Isolation;: ACL + SG

VPC

= Subnet CIDRs: UP 70 50 CHAIS
o Az-2a:
= 10.30.50.0/24 (company A),
= 1030520/24 (Compa ny B), Private Subnet Private Subnet
(compa ny C)' 10.30.31.0/24 10.30.32.0/24
o Az-2c: - o bootnode  miner bootnode

= 10.30.51.0/24 (company A),
= 10.30.53.0/24 (company B), vpe
(company C), 10.40.0.0/16 UP TO 50 CHAINS

= Capacity:
o 50 (Chains per PVC) — o s o s
o 20 (VPCs per AWS Account) s e
o 50x20= (Chains per AWS Accoun
o Max (Chains with 6 AWS Account)

Due to maximum VPC peering count is limited to 7
6 AWS account is our best for now. (i.e, 20 x 6 = 72 @

bootnode miner bootnode

Capacity:
50 (Chains per VPC) x 20 (VPCs per AWS Account) =
UP TO 20 VPCs 1000 (Chains per AWS Account)



Blockchain instance

Luniverse-POA: (Bootnode, Miner)
Hyperledger Fabric: (CA, Peer, Orderer)

» Data volume:
» |nstance termination SHOULD NOT lead to data lost

= Root volume:

= OS, middleware(docker, languages, aws-cli, toolchain, ...), APM, Metricbeats, and so on






Initial Architecture of Tx Data Processing

Luniverse platform BEUEERICLECEY @@' '5@

API Call

transaction server Receipt Pollmg .
Check Result BlOCkChaln

token server

User

nonce manager

chain manager
Amazon Aurora




Problem Statement

Especially, Ethereum Transaction,

= Transaction receipt inquiries for all transactions are required to identify
success/fail result

= So, inevitably repeated is required

= Receipt retrieval shows significant impact on node performance

= S0, we have to do some optimization like follows:



Transition to No-SQL

Crawler + DynamoDB

Amazon DynamoDB

Block, Tx, Receipt Raw & Secondary ;
0; < Chain crawler data :

A

\ 4

Query

{Signed Transactions

+
5 Luniverse scan Ul
Luniverse platform § > ¢

‘API Call 1 Data Check

User User

Amazon Aurora




DynamoDB Table Model - Basic

PartitionKey

data

{lChainld}'TI'{TxId}

Transaction hash (string, < 100 B)

{lChainld}TH'{TxHash}

Json of transaction info (< 1 KB)

{lChainld} TR'{TxHash}'receipt’

Json of receipt info of transaction (95% < 2 KB, 5% 2 ~ 4 KB)

{lChainld}BN'{BlockNo}

Json of block info (1.7 ~ 100 KB depends on the number of tx in the block)

{lChainld}'BH'{BlocethkHash}

Block number (number)

{lChainid}DM'{DAppld}' meta’

Refer to the right (< 1 KB)

{lChainid}'DI'{DAppld}{ldx}

A bundle of transaction hashes (exactly 100 tx in a bundle) (6.5 KB)

{lChainld} TM’transaction’’meta’

Refer to the right (< 1 KB)

{lChainld} TI"transaction'{idx}

A bundle of transaction hashes (exactly 100 tx in a bundle) (6.5 KB)

{lChainld} CC'{contractAddress}

Json of contract data (< 1 KB)

{lChainld}AM'{Address}

Json of account data (< 1 KB)

@ xxx'meta’ Sample
{
id: ${itemlId}, => Id per usage
type: ${type}, => type per usage
currentBlock: 1234 => Last updated state of block number
currentldx: 5, => Index of current bundle
countPerBundle: 100, => Max size of each bundle
totalCount: 543, => Total # items
currentBundleCount: 43, => Last updated size of bundle



DynamoDB Table Model - Secondary

PartitionKey SortKey data description

{lChainld} AX'{Address} {12.blockNo}{6.txldx} Json of summarized tx (< 1 KB) Tx list per address
{lChainld} AF'{Address} {12.blockNo}H6.txldx}{6.logldx} Json of transfer event (< 1 KB) | Transfer list per address
{lChainld} TF'{TokenContractAddress} {12.blockNo}H6.txldx}{6.logldx} Json of transfer event (< 1 KB) | Transfer list per token
{lChainld} AT {Address}{TokenContractAddress} |{12.blockNo}{6.txldx}{6.logldx} Json of transfer event (< 1 KB) Z:gf;etr SES
{Address} {lChainld} TK'{TokenContractAddress} |[Balance per address ( Balance per address

@ Tx (Event) Sample @ Global Secondary Index (index name : token-holders)

{ 1. PartitionKey = skey, SortKey = balance

txHash : 0x34868a1c9b2bbba79f6402, => holder balance list per token
timestamp : 0x5d3ac148,

from : 0x0137e70aff854ed4e832c9b84d,

to : Oxb19aefe904fffcad47224fab2c,

value : 1230000000,

fee : 14300000, => only for tx

status : Ox1, => only for tx (1 success, 0O fail)

tokenContractAddress, => only for event




Data Platform Rationale

A

Raw/Old data stored in and implement data lake

Real-time data with

L

1

1l Near Real-time data with

&% Windowed statistics data with






Compliance by Design

Security Design, Security Coding

» HEEE SI235H 2 _ ol T2 EZ BHIGA Ol EOoHMY K=
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Bridge Protocol, Authority Governance System, and Operational System
Contract

. Y7t TBHE 2 O Ato| AlA wOH 2 Y KB
= 7| 220 HSM ArESHY 45 11 A|0f Cf S
= AFE X} fully controllable Vault A| A B! £330, secure storage HEC = 2&

= No Fault Propagation (Customer Vault Isolation)

= Envelope Encryption (DMK, TMK, DEK) + Key rotation with versioning
= EBS, snapshot encryption, Access-Key AFE K| 7 & IAM role 7|8t 2|24 = KO

=L KISA =& ==X 2l Al 215 St
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AWS CloudHSM Specifications

Service Quotas

Resource Default Quota Adjustable?

Clusters 4 Yes
HSMs 6 Yes
HSMs per cluster 28 No

System Quotas

Resource Quota

Keys per cluster 3,300

Number of users per cluster 1,024

Maximum length of a user name 31 characters
Required password length 7 to 32 characters

Maximum number of concurrent clients 900

Performance of Single HSM instance

RSA 2048-bit sign/verify

EC P256

AES 256

2048-bit RSA Key Generation

Random Number Generation (CSPRNG)

1,100/sec

315 point mul/sec

300Mb/sec full-duplex bulk encryption
~0.5/sec

20Mb/sec




AWS CloudHSM

ELHA L= O{C|0 CloudHSMS AR SH=7)?

= EC (Elliptic Curve) Key-pair

« HSM & H| ESfA A EZ L &2 key-pair 4 SH (secp256k1 7 E X| &)
= RSA Key-pair

» =0 HAEZHE AtO| End-to-End =23t Sl JWT EZ AT
= Symmetric Keys (Envelope Encryption)

(1) Random DEK(Data Encryption Key) 411 4-43}0 AES GCM 2 E = =0 &l plaintext
o & ofa} 11

(2) S DEK= TMK(Tenant Master Key)E &3 3l5t 10

(3) Z[ZHLZE (2)°] Zut== HSM T H|0f| 22t DMK(Domaln Master Key) £ & 23} 5=

(4) &711,2, 3 2= AHE 2l 7| 22| version M EE Z &S|+ envelope encryption
artifact HH&
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Luniverse Case Study #1
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Luniverse Case Study #2

Travel Alliance Z2 M E

Ol H|Of LY = &2 Traffic &2
1= ZQIE MERf HF /I

yonOIJQ No.1 accommodation information

and reservation platform

Car-sharing service, an affiliate
of Hyundai Motor Group

Korea's representative airport
limo service

—'-,L_z One of the top leading Low-
/(/L A/(/L cost carrier(LCC) in Korea

SHINSEGAE Major Duty-Free service

EEUESESE provider




Luniverse Case Study #3

Healthcare Alliance Z2 M E
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Luniverse Case Study #4

Stable Coin Z2ZM E _ IDRT-L

Ol I{|A|OFe| ™3t @l 2LH|OtE 7|HO 2 1:1 Ij| 4 &| = Stable Coin. (c.f., Binance
H ™ 9| Stable Coin2 £ IDRT-B7} U 2)

Purchase IDRT using Rupiah

o You deposit Rupiah to our bank account

e We mint the equivalent amount of IDRT on the Ethereum Blockchain

e We send the IDRT to your Ethereum wallet

Redeem IDRT back to Rupiah

You send IDRT to our redemption address

We burn the IDRT from the Ethereum Blockchain to reduce total
circulating supply

We transfer the equivalent amount of Rupiah to your bank account

(minus small fees)
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