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엔터프라이즈 규모의 블록체인
솔루션은 어떻게 구축할 수 있을까?
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시스템 요구사항 및 제약

플랫폼 아키텍처

데이터 아키텍처

보안 아키텍처

루니버스 서비스 사례
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람다256 소개

APAC

Cryptocurrency Exchange 

Service in Korea

(Global top-tier crypto 

exchange, partnering with

Bittrex US)

Cryptocurrency Exchange 

Service in APAC

(Based in Singapore, 

Thailand, Malaysia, 

Indonesia, and expanding)

Stock Exchange Service  

based on Kakao Platform

(Leading stock trading 

application in South Korea, 

rebranded to “Stockplus”)

Luniverse Blockchain-as-a-

Service 2.0 Platform

Spun-off from Dunamu, -

’19.04, 

Launched Luniverse 1.0 –

’19.05,

Renewal Luniverse 2.0 - ’20.06

Investment Division of 

Dunamu

(Invests total of ~$100M 

into the 

blockchain industry)

“We, as a blockchain enabler, provide infrastructure and services for our partners to 
grasp driving forces for building blockchain-enabled ecosystem”



Roadblocks on Blockchain Mass Adoption

Developer
Blockchain transaction speed/scalability issue,

difficulties of responding to various protocols 

End-User
Private Key Management,

Inconvenient UI/UX

Lack of channels to approach DApps

Business
Difficult to recruiting competent 

blockchain developers

Excessive R&D cost of blockchain

Lack of access to potential end-users



Current Issues

▪ Requirements of DApp

o Support for millions of users

o High performance

• Sequential execution

• Parallel execution

o Great user experience

• Free for use (No Gas payment)

• Easy to access and use

o Easy Upgradable

▪ But,

o High transaction cost

o Low performance (10~20 TPS)

o Long block confirmation time

In terms of Chain and DApp



Approach

1. Wait until Ethereum solves the scalability problem => PoS (Casper), Sharding , Plasma, 
Raiden, …

2. Believe another blockchain platform’s whitepaper

3. Create a new blockchain platform from scratch

4. Develop new side chain based blockchain platform => BaaS 2.0

5. …

How to solve it?

▪ Especially, consideration for company

o Learning curve about blockchain

o More employment and investment for infra setup and operation

o Lack of domain specific tools (Wallet, Token, DID, Vault, Key 
management, Air-drop, and so on)

o Requires easy integration with legacy system

o Enterprise level stability
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System Requirements

Type Item

Mainnet

Consensus algorithm

Consist of chain

Network topology

Node management tool

On-chain authority governance tool

Luniverse Mainnet



System Requirements

Type Item

Dedicated 

Side-Chain

On-demand chain service

Consensus algorithm

Consist of chain

Network topology

Block reward

Gas reward

Authority governance system

High performance

Guaranteed performance

Block time

No-Gas

Cache layer over blockchain

Miner Private-Key management (optional)

Asset transfer through chaining of bridges

Number of bridge DApp

Luniverse Side chain 1/2



Type Item

Dedicated 

Side-Chain

Bridge relay cost

Monitoring

Block audit

Analytics

Disaster Recovery

Managed chain service

Abuser protection

Shared 

Side-Chain

Multi-tenant system

Contract based shard allocation

Global proxy architecture

Traffic control

Geolocation based DNS routing

System Requirements
Luniverse Side chain 2/2



인프라 자동 구성 설계 시 고려 사항들

1. 고객사 전용의 체인 인프라 제공

▪ Isolated networking (ACL, SG)

▪ Dedicated computing (EC2)

▪ Dynamic re-configuration (i.e., node add/remove, volume size, change compute type, modify 
topology)

2. 고객사 리소스 관리

▪ Resource tagging (individual, group)

▪ Permission based access control (i.e., JSON RPC, web3, REST, Truffle)

▪ Precise metering of resource usage

Side chain provisioning



Infra Limitations

Resource Default  universe’s Configuration

VPCs per Region 5 20

Subnets per VPC 200 200

(Two subnets per one side chain, so 100 side chains are 

possible)

VPC security groups per Region 2500 5000

Active VPC peering connections per 

VPC

50 125

Cloudformation stacks per Account 200 1000

https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html

Capacity: 12,000 side chains, but Luniverse is configured to support 6,000.

▪ Side chains per VPC: 50 (half of limit)

▪ Side chains per Account: 50 x 20 = 1000

▪ Side chain with 6 account: 50 x 20 x 6 = 6000

https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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Overall Architecture

New features in Luniverse 2.0



Microservice Architecture

DDD (Domain Driven Design)

Orchestration/Choreography

CQRS / ES



Physical Architecture - (BaaS Platform + Side-Chain)

Ansible

Cloudformation



Physical Architecture - (Side-Chain Infra Design)

▪ Network Isolation: ACL + SG

▪ Subnet CIDRs:
o Az-2a: 

▪ 10.30.50.0/24 (company A), 

▪ 10.30.52.0/24 (company B), 

▪ 10.30.54.0/24 (company C), 

▪ …

o Az-2c:

▪ 10.30.51.0/24 (company A), 

▪ 10.30.53.0/24 (company B), 

▪ 10.30.55.0/24 (company C), 

▪ …

1000

6000



Blockchain instance
Luniverse-POA: (Bootnode, Miner)

Hyperledger Fabric: (CA, Peer, Orderer)

▪ Data volume:

▪ Instance termination SHOULD NOT lead to data lost

▪ Root volume:

▪ OS, middleware(docker, languages, aws-cli, toolchain, …), APM, Metricbeats, and so on

▪ P2P Topology Control: (only for Luniverse-POA)

▪ Disable peer discovery (i.e., NAT, PMP), --netrestrict, static-nodes.json, and so on.
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Initial Architecture of Tx Data Processing

Blockchain

node node

node

node

node
Blockchain

node node

node

node

node

Luniverse platform

transaction server

token server

chain manager

nonce manager

User

API Call

Check Result

Signed Transaction

Receipt Polling

Amazon Aurora

Block
Tx
Receipt



Problem Statement

▪ Transaction receipt inquiries for all transactions are required to identify 
success/fail result

▪ So, inevitably repeated polling is required

▪ Receipt retrieval shows significant impact on node performance

▪ So, we have to do some optimization like follows:

▪ Use of bulk RPC API invocation

▪ Fixed to avoid Level-DB access

▪ Added new RPC APIs to retrieve all transactions at once with block number

Especially, Ethereum Transaction,



Transition to No-SQL
Crawler + DynamoDB

Blockchain

node node

node

node

node
Blockchain

node node

node

node

node

Luniverse platform

User

Signed Transactions

API Call

Chain crawler
Block, Tx, Receipt Raw & Secondary

data

Luniverse scan UI

User

Data Check

Query

Amazon Aurora

Amazon DynamoDB

Block
Tx
Receipt

Meta Data
(i.e., chain info)



DynamoDB Table Model - Basic

PartitionKey data

{lChainId}’TI’{TxId} Transaction hash (string, < 100 B)

{lChainId}’TH’{TxHash} Json of transaction info (< 1 KB)

{lChainId}’TR’{TxHash}’receipt’ Json of receipt info of transaction (95% < 2 KB, 5% 2 ~ 4 KB)

{lChainId}’BN’{BlockNo} Json of block info (1.7 ~ 100 KB depends on the number of tx in the block)

{lChainId}’BH’{BlocethkHash} Block number (number)

{lChainId}’DM’{DAppId}’meta’ Refer to the right (< 1 KB)

{lChainId}’DI’{DAppId}{Idx} A bundle of transaction hashes (exactly 100 tx in a bundle) (6.5 KB)

{lChainId}’TM’transaction’’meta’ Refer to the right (< 1 KB)

{lChainId}’TI’’transaction’{idx} A bundle of transaction hashes (exactly 100 tx in a bundle) (6.5 KB)

{lChainId}’CC’{contractAddress} Json of contract data (< 1 KB)

{lChainId}’AM’{Address} Json of account data (< 1 KB)

@ xxx’meta’ Sample

{

id: ${itemId}, => Id per usage

type: ${type}, => type per usage

currentBlock: 1234 => Last updated state of block number

currentIdx: 5, => Index of current bundle

countPerBundle: 100, => Max size of each bundle

totalCount: 543, => Total # items

currentBundleCount: 43, => Last updated size of bundle

}



DynamoDB Table Model - Secondary

PartitionKey SortKey data description

{lChainId}’AX’{Address} {12.blockNo}{6.txIdx} Json of summarized tx (< 1 KB) Tx list per address

{lChainId}’AF’{Address} {12.blockNo}{6.txIdx}{6.logIdx} Json of transfer event (< 1 KB) Transfer list per address

{lChainId}’TF’{TokenContractAddress}  {12.blockNo}{6.txIdx}{6.logIdx} Json of transfer event (< 1 KB) Transfer list per token

{lChainId}’AT’{Address}{TokenContractAddress} {12.blockNo}{6.txIdx}{6.logIdx} Json of transfer event (< 1 KB)
Transfer list per token & 

account

{Address} {lChainId}’TK’{TokenContractAddress} Balance per address ( Balance per address

@ Tx (Event) Sample

{

txHash : 0x34868a1c9b2bbba79f6402,

timestamp : 0x5d3ac148,

from : 0x0137e70aff854ed4e832c9b84d,

to : 0xb19aefe904fffcad47224fab2c,

value : 1230000000,

fee : 14300000, => only for tx

status : 0x1, => only for tx (1 success, 0 fail)

tokenContractAddress, => only for event

}

@ Global Secondary Index (index name : token-holders)

1. PartitionKey = skey, SortKey = balance

=> holder balance list per token 



Data Platform Rationale

Raw/Old data stored in Amazon S3 and implement data lake

Real-time data with Amazon MSK, Kinesis

Near Real-time data with Amazon Elasticsearch

Windowed statistics data with Amazon DynamoDB
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Compliance by Design

▪ 컨트랙트 활용한 온-체인 프로토콜 레벨에서의 보안성 제공

▪ Multi-Sig in Bridge Protocol, Authority Governance System, and Operational System 
Contract 

▪ 업계가 요구하는 수준 이상의 시스템 보안 레벨 적용

▪ 키 관리에 HSM 사용하여 각종 규제에 대응

▪ 사용자 fully controllable Vault 시스템 구축하고, secure storage 백본으로 활용

▪ No Fault Propagation (Customer Vault Isolation)

▪ Envelope Encryption (DMK, TMK, DEK) + Key rotation with versioning

▪ EBS, snapshot encryption, Access-Key 사용 제거 & IAM role 기반 리소스 호출 제어

▪ 국내 KISA 주관 블록체인 시험 인증 통과

▪ TTA 통해서 키 관리 및 데이터 무결성 보안 검증 수행

Security Design, Security Coding



AWS CloudHSM Specifications

Algorithm Performance

RSA 2048-bit sign/verify 1,100/sec

EC P256 315 point mul/sec

AES 256 300Mb/sec full-duplex bulk encryption

2048-bit RSA Key Generation ~0.5/sec

Random Number Generation (CSPRNG) 20Mb/sec

Performance of Single HSM instance



AWS CloudHSM

▪ EC (Elliptic Curve) Key-pair

▪ HSM 장비 통해서 엔트로피 높은 key-pair 생성 목적 (secp256k1 커브 지원)

▪ RSA Key-pair

▪ 주요 컴포넌트 사이 End-to-End 암호화 및 JWT 토큰 서명

▪ Symmetric Keys (Envelope Encryption)

(1) Random DEK(Data Encryption Key) 신규 생성하여 AES GCM 모드로 주어진 plaintext 
암호화하고,

(2) 해당 DEK는 TMK(Tenant Master Key)로 암호화하고,

(3) 최종적으로 (2)의 결과물을 HSM 장비에 보관된 DMK(Domain Master Key)로 암호화 수행.

(4) 상기 1, 2, 3 결과물들과 사용된 키들의 version 정보를 포함하는 envelope encryption 
artifact 반환.

루니버스는 어디에 CloudHSM을 사용하는가?
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Luniverse Case Study #1

블록체인 기반 기부 플랫폼 Cherry

▪ 루니버스 기반 투명한기부플랫폼으로 플랫폼 사용

수수료 0%

▪ 기부금의 활용처에대한신뢰이슈해소하고기부문화

확산유도

▪ 앱 기반의 편리한 사용성 제공

▪ 다양한 기부처 발굴 및 소개가 가능한 기부기관 검색

▪ 개인별 / 회사별 개인화 서비스 가능 (맞춤 메뉴 제공)

▪ 일방적 기부로 끝나지 않게끔 기부자와기부기관간의

양방향소통채널제공

정부 과제 기부 플랫폼



Luniverse Case Study #2
Travel Alliance 프로젝트

Blockchain Platform

MILK 
Alliance

* ’Delivery Car’

Car-sharing service, an affiliate 
of Hyundai Motor Group

Korea’s representative airport 
limo service

No.1 accommodation information 
and reservation platform

One of the top leading Low-
cost carrier(LCC) in Korea항공사 A사

Major Duty-Free service 
provider

여행 테마 내 최상위 Traffic 보유사들의 집합인 Travel Alliance을 구성하여

기존 포인트 제도와 연동 가능한 통합 마일리지 시스템을 구축



Luniverse Case Study #3

다양한 경제활동의 집합을 통해 고객의 향후 행동을 예측하고, Alliance 내 Cross 
Offering 가능하며, 이를 통해 국내 뿐만 아니라 해외의 회원 공유 효과를 달성 가능

Healthcare Alliance 프로젝트

회사원 A씨, 38세
자녀2, 키성장관심

요즘 눈이 뻑뻑해서 ‘아이클리어’를
샀는데 포인트를 주네? 이건 어디에
쓸 수 있지?

내가 다니는 필라테스 매장에서
포인트로 서비스 구매가 가능하네?

연계된 매장으로 다녀야지!

헬스장에 아이를 데려가니 키를 재주는데 이
나이 평균보다 작네.. 어디 잘 하는 키성장
클리닉 없을까?

남은 포인트로 어머님 선물을 좀 살까?

포인트가 좀 부족하니, 남편한테 헬스장에서
모인 걸 달라고 해야 겠다.

어머니가 약국에서 자주 사서
드시는 영양제를 포인트로 살 수
있는지 몰랐네!

고객경험제고를통한
Healthcare Alliance 생태계성장

생태계
성장

Illustrative

병원비가 생각보다 비쌌지만, 쌓인 포인트를
골프 부킹 예약하고 스포츠용품 사는데
사용할 수 있어서 좋구나.

+ Pharmacy B,C



Luniverse Case Study #4

인도네시아의 법정화폐인 루피아를 기반으로 1:1 페깅되는 Stable Coin. (c.f., Binance
버전의 Stable Coin으로 IDRT-B가 있음)

Stable Coin 프로젝트 – IDRT-L
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