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1. AWS Cloud Netwokring Connectivity Overview
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Instances | EC2 Management Cc X

vpces | VPC Management Conso! X

< cC o

Services v Resource Groups v

;! 83  VPC

@ ap-northeast-2.console.aws.amazon.com/vpc/home?region=ap-northeast-2#vpcs:sort=tag:Name

& Direct Connect %

admin @ summit-demo ~

* aO® =0 @ :

Seoul ¥ Support v

VPC Dashboard

Create VPC Actions v

Filter by VPC:
Q Select a VPC p Q Filter by tags and attributes or search by keyword
VIRTUAL PRIVATE Name ~ VPCID ~ State
= cLouD
Your VPCs vpc-08e8aeec9451727dd available
Subnets @ Summit-Demo-VPC vpc-08f8e86d287c2f0a2 available

Route Tables

Internet Gateways VPC: vpc-08f8e86d287c2f0a2

Egress Only Internet

Gateways Description CIDR Blocks

DHCP Options Sets

Elastic IPs VPG ID

Endpoints State
IPv4 CIDR

Endpoint Services

DNS resolution
NAT Gateways DNS hostnames
Peering Connections Route table
=| SECURITY
Network ACLs

Security Groups

VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways
Virtual Private Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints

=] TRANSIT GATEWAYS
Transit Gateways

Transit Gateway
Attachments

Transit Gateway Route
Tables

Network Manager

=] TRAFFIC MIRRORING

Flow Logs Tags
vpc-08f8e86d287c2f0a2

available

10.1.0.0/16

Enabled

Enabled

rtb-0946e1a22d08ebala | Summit-Demo-VPN

IPv4 CIDR

172.16.0.0/16

10.1.0.0/16

DHCP options set

dopt-c3ddf2aa | Default
dopt-c3ddf2aa | Default

Main Route table

rtb-0ae3851347550904¢ | Summit-Demo-S...
rtb-0946e1a22d08ebala | Summit-Demo-VPN

Tenancy

Default VPC

IPv6é CIDR
Network ACL
DHCP options set

Owner

Main Network ACL

acl-05a302ce6fd832397
acl-03c8d009e1fb06455

default

No
acl-03¢8d009e1fb06455
dopt-c3ddf2aa | Default
858596470033

o 8 0
1to20f2
Tenancy ~ Default VPC -~
default No
default No
_ NN



M FHH|(EHSE, W) S S5 VPN 1A
1 A S

=
=

+ AWS F2| VPN Endpoint= 27H2| Tunnel =2 0| F 2} &[0 RUX| 2, 024
Router(Customer Gateway)0]| CH$t 0| =3} 1104

. 0|3 2HEl Tunnel2 Active/Standby £ &%

. O}L}O] VPN Connection2 Z|CH 1.25Gbps2| LY == M| S, CHS2| VPN
Connection= T'3oll = 2% SILI2| Tunnel?tO| ActiveE S&

- H|0|E| & 23 (Transfer Out)1t I &0 AWS VPN Endpoint7t
Provisionk| ] 7} &8t A|ZH0]| Cl{ ot A|ZHE B[ 80| F=IHEIL|CE (M2
c| Ho| 8%, Al $0.05)

- Transit Gateway?} M| S o= VPN ECMP(Equal Cost Multi-Pathing)
7l1s= AEolH VPN L = 9| 2t &0] 715 (1.25Gbps * n)



AlL}2| 2-2 : Direct Connect 74

aWS SUMMIT © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N ONLINE



Direct Connect 1+°d
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https://www.youtube.com/watch?v=aK7f3rL8wnM
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CIDR: 10.2.0.0/16

CIDR:172.16.2.0/24

VPC Route Table [(721610 :
i) BGP Peering
Route Table ™,
Propagation \NIUEZOEIE Customer Gateway

Gateway (VGW) (CGW)
ec2f (1@ Y E
dxvif-nnnnnn  IWNEDFY  Gi1.102 - Gi2 | eth0 %‘

10.2.1.10
172.16.2.1

172.16.2.10

R_7 KR _A

RDS(Master) RDS(Standby/Read)

AWS DX Routers

Subnet Subnet
10.2.1.0/24 10.2.2.0/24

BGP ASN :64512

AWS Cage
BGP ASN : 65002

VPC CIDR: 10.2.0.0/16
On-Prem CIDR :172.16.2.0/24

% Direct Connect?| Private Virtual InterfaceE £8j £+ vPC2} On-PremiseS X1 H o A
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Virtual Private Gateways | VPC I X | Instances | EC2 Management C¢ X [ AWS Direct Connect

< CcC O @ console.aws.amazon.com/directconnect/v2/home?region=ap-northeast-2#/connections Q Y Q @ l00) ca O e :
Services v  Resource Groups v B EC2 1S3 i VPC  _§ DirectConnect % [\® admin @ summit-demo v  Global ¥  Support v

AWS Direct Connect X Direct Connect Connections
Connections (2)
Virtual interfaces Q 1 &
LAGs
Direct Connect gateways ID A Name v Region v Location v Bandwidth ¥ State v
Virtual private gateways

dxcon-fftégdr7 Korea-DX-Lab-KINX-1 ap-northeast-2 KINX Gasen, Seoul, KOR 1Gbps © available
Transit gateways

dxcon-ffws6pk5 Korea-DX-Lab-KINX-2 ap-northeast-2 KINX Gasen, Seoul, KOR 1Gbps © available
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Direct Connect?| EF&1 A

HIX|L| & A0 mef CrEet =F2] 0|F 2t 11/80| 7t

Resiliency level Resiliency level Resiliency level

Development and Test
Non Critical Workloads or
Development Workloads

© Maximum Resiliency High Resiliency
Maximum Resiliency for Critical High Resiliency for Critical
Workloads Workloads

Maximum Resiliency
You can achieve maximum resiliency for critical workloads by using separate connections that terminate on
separate devices in more than one location (as shown in the figure). This topology provides resiliency against

device, connectivity, and complete location failures.

Customer data center

Development and Test
Non Critical Workloads or
Development Workloads

Maximum Resiliency © High Resiliency
Maximum Resiliency for Critical High Resiliency for Critical
Workloads Workloads

High Resiliency
You can achieve high resiliency for critical workloads by using two single connections to multiple locations (as
shown in the figure). This topology provides resiliency against connectivity failures caused by a fiber cut ora

device failure. It also helps prevent a complete location failure.

O Development and Test
Non Critical Workloads or
Development Workloads

Maximum Resiliency High Resiliency
Maximum Resiliency for Critical High Resiliency for Critical
Workloads Workloads

Development and Test

You can achieve development and test resiliency for non-critical workloads by using separate connections that
terminate on separate devices in one location (as shown in the figure). This topology provides resiliency against
device failure, but does not provide resiliency against location failure.

AWS Regior
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DX Location
(KINX, MAIN)

CIDR: 10.20.0.0/16

AWS DX
Routers

VPC Route Table

1 0.0
172.16.1.0}.._
1 2.0 A

10.20.1.100
DX Location

&
=M (LG U+, BACKUP)

Subnet
10.20.2.0/24

Subnet
10.20.1.0/24

BGP ASN : 64512(Default)

AWS DX
Routers

Egress Traffic

@ 169.25,

HSRP/VRRP

D

DN

172.16.20.1 172.16.20.100

= Ingress Traffic
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Direct Connect Gateway(DXGW)

CIDR: 10.31.0.0/16 VPC Prefixes
(o 3
o B s
? 10.11.1.100 &
> Subnet
. 10.11.1.0/24
2

BGP ASN : 64512

CIDR:10.21.0.0/16

@
[ s
10.11.1.100

Subnet
10.11.1.0/24

BGP ASN : 64512 > @ dxvif-nnnn Gi3.200

CIDR:10.11.0.0/16 A AWS Locations

(5P AN 65010

AWS Region
(Local Region)

Tokyo

AWS Direct Connect gateways per account

10.11.1.100 @

Subnet
10.11.1.0/24

Seoul

Virtual private gateways per AWS Direct Connect gateway This limit cannot be
increased.

BGP ASN : 64512

Transit gateways per AWS Direct Connect gateway This limit cannot be

increased.

Virtual interfaces per AWS Direct Connect gateway

https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html



https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html
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Direct Connect 2} Transit Gateway -5 714

Direct Connect®} Transit GatewayE S0l == =H&Hdat gt M| O

- Virtual Regional Router

. e =2 HZA (%It 5,000702] vPC/VPN ¢ EH)

. A 2|F9| Transit Gateway2} Inter-Region Peering

- VPN A Zof CiSt ECMP X| {2 2 VPN CHH ZE 30| 75

Transit Gateway(TGW)O0]| CH St XfA| ot AH 2 Of2 2] Summit Seoul 2019 & & X2 & & 10|
FA| 7| "ighL o,

AWS Transit GatewayS & ¢t Multi-VPC O}7|EI X TjEl - ZtS e SF M= Of7|HI E(AWS)


https://www.youtube.com/watch?v=vEFh0BQ3iOk
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CIDR: 10.11.0.0/16

@I
[172.16.1.0]
172.16.2.0

10.11.1.10
Subnet
10.11.1.0/24 AWS Region
el (Local Region)
CIDR: 10.12.0.0/16 >
172.16.0.0 DX Gateway
ol@ o —_——
10.12.1.10 ((—I—)) dxvif-nnnn Gi1.200

Subnet

10.12.1.0/24 ASN : 65100

AWS Locations
BGP ASN : 65200

CIDR : 10.13.0.0/16 VPCs Prefixes
& ]
. {:}

10.13.1.10

On-Premise Prefixes

Subnet
10.13.1.0/24

™ Direct Connect Gateway®} Transit GatewayS £l 2| ML 2 VPC, VPN, On-PremiseS 3L}t Network2 2
29 (VPC Peering E2 R)



vpces | VPC Management Conso! X Instances | EC2 Management Cc X | .l AWS Direct Connect

& C O @ ap-northeast-2.console.aws.amazon.com/vpc/home?region=ap-northeast-2#vpcs:search=TGW;sort=desc:tag:Name #f ® O M L - e :
Services v Resource Groups v s 83 = VPC & Direct Connect * admin @ summit-demo v  Seoul v  Support ¥
VFS Bashbosrd Create VPC Q.- (], B30 S & O
Filter by VPC: <
Q Select a VPC p (),  search:TGW Add filter 1to30f3
— VIRTUAL PRIVATE Name v VPCID ~ State ~ IPv4 CIDR DHCP options set Main Route table Main Network ACL Tenancy =~ DefaultVPC -~
CLOUD
Your VPCs Summit-Demo-TGW-3 vpc-0a1b1cafob58dd437 available  10.13.0.0/16 dopt-c3ddf2aa | Default rtb-012cad2934eba99ce | TGW-3 acl-09848886ae7640951 default No
Subnets Summit-Demo-TGW-2 vpc-0b78e093a9¢c6776a0 available  10.12.0.0/16 dopt-c3ddf2aa | Default rtb-090eb80cb543b2027 | TGW-2 acl-04b0d85801b7df57a default No
Route Tables @ Summit-Demo-TGW-1 vpc-0e77e41abeal3alcle available  10.11.0.0/16 dopt-c3ddf2aa | Default rtb-074668a598db45e80 | TGW-1 acl-08dff811b3f811274 default No
Internet Gateways
VPC: vpc-0e77e41ab6ea3alcle _ NN
Egress Only Internet
Gateways
DHCP Options Sets Description CIDR Blocks Flow Logs Tags
Elastic IPs
VPCID vpc-0e77e41abeal3alicOe Tenancy default
Endpoints .
State available Default VPC No
Endpoint Services IPv4 CIDR  10.11.0.0/16 R IPv6 CIDR -
NAT Gateways DNS resolution  Enabled Network ACL  acl-08dff811b3f811274
Peering Connections DNS hostnames  Disabled DHCP options set  dopt-c3ddf2aa | Default
—| SECURITY Route table rtb-074668a598db45e80 | TGW-1 Owner 858596470033
Network ACLs

Security Groups

VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways
Virtual Private Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints

=] TRANSIT GATEWAYS
Transit Gateways

Transit Gateway
Attachments

Transit Gateway Route
Tables

Network Manager

=] TRAFFIC MIRRORING
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Outbound NAT
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o S e \® BGP Peering
e © e
c \ 4
,.,A\ C(—I—)) dxvif-fhabrn02 Gi3.100
@ 69.210.64

AWS DX Routers | 172.16.2.1 172.16.2.100

———————

Public Peering IP
(/30, /31)

BGP ASN : 65000

, O

% Direct Connect Public VIFS £ QIE{4I2 HX|X| 211 AWS2| 2 E Global Public IP2} 21 (78 U Hot 97)
% QIE{ull HZ 210]|, Amazon S3, AWS Management Console %! &= AWS Region2| Public IP/Elastic IP0f| 2



VPN Over Direct Connect (Public VIF)

10.51.0.0/16

.Tunnel1
T

10.51.1.100

Tunnell
s) 4 idint-1o]sal0P28 VLAN 101 Gi3.100
Tunnel2

unnel2

69.210.64
AWS DX .

Routers

172.16.51.1 172.16.51.100

\

Subnet

BGP Peering
10.51.1.0/24

AWS Cage
BGP ASN : 64512

BGP ASN : 65200

% Direct Connect Public VIFE T4 &, IPSec VPNE T ¢} = H

HE Al
—I
% A U 3H =4 40| MER7E ST AS37L QL £|= AL 2 (Direct Connect XM= S35
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Networking &1 M|/ (Summit Seoul 2019)

OF7|=4X| &

AWS Direct Connect & St ol0|EE2|E St E Of7|HH A
A - 248 2 M= o7 E(AWS)
https://www.youtube.com/watch?v=aK7f3rL8wnM

AWS Transit GatewayE = Multi-VPC O}7|&l & TiE - ZS 3t
EFMUZ 7|4 E(AWS)
https://www.youtube.com/watch?v=vEFhOBQ3iOk

KINX2} EH7H| St= AWS Direct Connect = ¢! - &HA| S OjL| X
(KINX)
https://www.youtube.com/watch?v=8X1g2w-0fvM
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