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Output format Choose an output format based o & numkber of ob; at you expect to list or the analysis tool tha

Batch Operations or if you plan to analy;

@] Apache ORC

- © access tiers
| Apache Parguet

Object versions Include all i

Optional fields [v| Size

Last modified date

m Save as Create v (Run time: 1.88 seconds, Data scanned: 1.54 KB) Format query Clear

Multipart uplcad rl + Enter to run ¢ plete

Replication status
Results

object accesstier storageclass

in until date KIDS-A.JPG FREQUENT INTELLIGENT_TIERING

/] Legal hold status KIDS-AAJPG INFREQUENT INTELLIGENT_TIERING
_ KIDS-B.JPG FREQUENT INTELLIGENT_TIERING
Encryption & None
KIDS-BB.JPG FREQUENT INTELLIGENT_TIERING

) AES-256

KILS-BEB.JPG INFREQUENT INTELLIGENT_TIERING
| AWS-KMS KIDS-BBBB.JPG INFREQUENT INTELLIGENT_TIERING
KIDS-C.JPG INFREQUENT INTELLIGENT_TIERING

KIDS-CC.JPG INFREQUENT INTELLIGENT_TIERING

KIDS-D.JPG INFREQUENT INTELLIGENT_TIERING
KIDS-DDD.JPG INFREQUENT INTELLIGENT_TIERING
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Block public access (account settlngs)

Buckets
uckets ent and future

i el of public access to your buc|
Batch operations pub oy q

[~] Block alf public access

Block public
Turni ting on 1g on all four

access (account
settings)

nt the creation of n Dl C CLs for buc nd objects. Thi ng doesn't ch per sions that allow

Feature spotlight

[] Block public access to buckets and objects granted through any access control lists (ACLs)
ill ignore all AC rant public ac s to buck 1d objects

[] Block public access to buckets and ohjects granted through new public bucket policies
poli g b d

ill ignore public and cros




Access Analyzer for S3
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Asia Pacific (Singapore) (ap-southeast-1) ¥

Access analyzer for S3

The buckets listed below are configured to allow access by anyone using the internet or authenticated AWS users, including AWS users outside of your organization. AWS recommends that you restrict access immediately. Review each bucket to verify the access. View detailed findings on the IAM consc

or Learn more [

3 buckets are configured to allow access to anyone on the internet or any other AWS users. Review this risky configuration immediately

Explore other Regions to identify other buckets in your account that may also be at risk.

# Download report |

Block all public access View findings 4 Archive ‘

A Buckets with public access (3)

These buckets can be accessed by anyone on the o require a public config ommends that you block all publ

Status: All

Bucket name Discovered by Access Analyzer Shared through Status Access level

Thes:

Status: All

Bucket name Discovered by Access Analyzer Shared through Access level

example.
de

terdambi
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Access analyzer for S3
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The buckets listed below are configured to allow access by anyone using the internet or authenticated AWS users, including AWS users outside of your organization. AWS recommends that you restrict access immediately. Review each bucket to verify the access. View detailed findings on the IAM consc
or Learn more [

3 buckets are configured to allow access to anyone on the internet or any other AWS users. Review this risky configuration immediately
Explore other Regions to identify other buckets in your account that may also be at risk.

# Download report

| >
1z
%

A Buckets with public access (3) Block all public access View findings [/ Archive ‘

These buckets can be accessed by anyone on the o require a public config ommends that you block all publ

24
Status: All - - 74 Tl __ll_
—

Bucket name Discovered by Access Analyzer

Shared through Status Access level
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=
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Bucket name Discovered by Access Analyzer Shared through Access level

example.
de

amsterdambucket
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Amazon S3 Access Points
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Amazon S3 Access Points

Access Points - VPC H} QI E!

Create access point

VPC 7125456 VPC 6543217

type:vpc
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Amazon S3 Access Points

S &

> ademobucket

ademobucket

Access points can be used to provide access to your bucket. The S3 console doesn't support using virtual private cloud (VPC) access points to access bucket resources. To access bucket resources from a VPC access point, you'll need to use the AWS CLI, AWS SDK, or
Amazon S3 REST APL. Learn more

a

Viewing 1 to 9

Name « Network access type Access ©

accounting Internet Bucket and objects not public
development Internet Bucket and objects not public
finance Internet Bucket and objects not public
marketing Internet Bucket and objects not public
product Internet Bucket and objects not public
program Internet Bucket and objects not public
sales Internet Bucket and objects not public
support Internet Bucket and objects not public

test Internet Bucket and objects not public




zon S3 Access Points

> ademobucket

Access point: development

ademobucket

Overview

® You are now using access point: development
Your access to this bucket's resources is determined by the access point configuration

To view bucket properties, permissions and management, choose Exit access point

Last modified =

B aa

[V IMG_6188 CR2 Jun 17, 2019 12:34:19 PM GMT-0700 221 MB

IMG_6189.CR2 May 6, 2019 3:39:04 PM GMT-0700 32.6 MB

[ IMG_6190.CR2 May 6, 2019 3:39:04 PM GMT-0700 33.4 MB

Asia Pacific (Singapore)

Viewing 1 to 10

Storage class -

One Zone-l1A
One Zone-l1A

One Zone-l1A
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53 Batch Operations
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Amazon S3 S3 batch operations

A job is used to execute batch operations on a list of S3 objects. The list of S3 objects is contained in a manifest object, which can be an S3 inventory report or a list of objects that you generate. After the total number of objects listed in the
anifest has been confirmed, the job status will update to Awaiting your confirmation, and you must Confirm and run the job within 14 days. Job events are published to Cloud ch Events (7. Jobs are deleted 90 days after they finish.

Buckets

N mort

|:| Status: Al Region: US West {Oregon}

+ Create job o

| Batch operations

Block public access
(account settings)

Feature spotlight Viewing 1 to 18 of 18 jobs

JobID « Description « Operation Date created ~ Status « Total objects €9 v % Complete v  Total failed (rate) € ~  Priority €@ «
2019-11-13 Copy PUT copy Nov 13, 2019 3:00:53 PM GMT-0800 Completing 338 100% 3 (< 1%) 19
2019-11-13 Copy PUT copy Nov 13, 2019 2:58:50 PM GMT-0800 Complete 338 100% 0 (0%)
2019-11-13 Copy PUT copy Nov 13, 2019 2:49:38 PM GMT-0800 Complete 100% 0 (0%)
2019-11-11 Set-Tags  PUT copy Nov 11, 2019 10:41:29 AM GMT-0800  Complete 100% 15 (100%)
2019-11-11 Set-Tags PUT copy Nov 11, 2019 10:38:00 AM GMT-0800  Complete 100% 15 (100%)
2019-11-11 Set-Tags Replace alltags = Nov 11, 2019 10:35:55 AM GMT-0800  Complete 100% 0 (0%)
2019-11-11 Set-Tags Replace all tags = Nov 11, 2019 8:32:56 AM GMT-0800 Complete 100% 0 (0%)

2019-11-11 Set-Tags Replace all tags MNov 11, 2019 8:28:43 AM GMT-0800 Failed

L BIOJHZ F9= L 2p 2 S OpL
M5 L| 72 A& ML 7
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Total objects € + % Complete «

338

338

362

15

15

15

100%

100%

100%

100%

100%

100%

100%

Total failed (rate) € «
3 (< 1%)

0 (0%)

0 (0%)

15 (100%)

15 (100%)

0 (0%)

Completion report

Generate completion report
Yes

Completion report scope
All tasks

Completion report destination
s3://oregon-inventory-reports/

tch-operations

pmeighan-6 small-objects/small-object-15452653113-2.txt
pmeighan-6 small-objects/small-object-1545265383-2.txt
pmeighan-6 small-objects/small-object-154565387-4.txt

failed
failed
failed

403 AccessDenied Acc
403 AccessDenied Acc
403 AccessDenied Acc
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Manmgement

Region replication
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@ Replication configuration updated successfully.

Bucket
paul-demo-oregon
Region

US West (Oregon)

Rule name

Replicate to Deep Archive

Destination

Buckst
paul-demao-replica-oregon
Region

US West (Oregon)

Storage class €

Glacier Deep Archive
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S3 retention control replication NEw
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BACKUP

"AcceptRanges": "bytes",
"ContentType": "image/png",
"ContentLength": 27739,
'ObjectLockRetainUntilDate": "2020-11-25T20:30:09.838Z",
'LastModified": "Tue, 26 Nov 2019 20:30:09 GMT",
'ObjectLockMode": “"COMPLIANCE",
'ReplicationStatus": "REPLICA",
"Versionld": "cnsu21ROsFJ7h2xMe38mShFAGSEhbOMR",
"ETag": "\"057e883bd73c187083e555ad48597236\"",
"StorageClass": "DEEP_ARCHIVE",
"Metadata": {}
PRODUCTION }

DATA
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Amazon S3 replication time control
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Amazon S3 replication time control NEw
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Replication rule X

O Set source @ Set destination @ Configure rule options @ Review

You can replicate objects across buckets in different AWS Regions (cross-Region replication) or

you can replicate objects across buckets in the same AWS Region (same-Region replication). Management
Learn more (4" or see Amazon S3 pricing (4

Destination options
Source Destination Permissions # Edit global settings
Storage class Bucket Bucket IAM role
pmeighan-1 pmeighan-2 s3crr_role_for_pmeighan-1_to_pmeighan-2
. Changa the Storage class for the rep“cated Objects Region Region Bucket policy
Choose a storage class based on your use case and access requirements. There are per- US East (Ohio) US West {Oregon) Copy

request fees when replicating data to any S3 or S3 Glacier storage class. Learn more [ or
see Amazon S3 pricing (&'

+ Add rule Edit priorities

Object ownership Viewing 1 to 1 of 1

[l Change object ownership to destination bucket owner

Rule name Scope € Storage class € Replicated object owner €) KMS-encrypted objects € Status @ Replication time control © Priority €

whole-bucket-pmeighan-2 Entire bucket Same as source Same as source bucket Do not replicate Enabled Enabled 1

Replication time control settings
4 S3 Replication Time Control

Replication Time Control replicates 99.99% of your new objects within 15 minutes. Additional
per-GB Data Transfer fees and CloudWatch metrics fees apply. Learn more [

Previous Next
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Amazon S3 replication time control
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Recovery Point Objective
Seconds

300 " -
ReplicationLatenc 300 for 1 datapoints within 1 minute

160
140
120
100
80
60
40
20

0
18:30 18:45 19:00 1915 19:30
@ ReplicationLatency

BytesPendingReplication
Bytes

9.68G

1]
18:30 18:45
@ BytesPendingReplication

OperationsPendingReplication

Count

o "\_/’ N/ ;/-\_/—/__F/-\/
18:30 18:45 19:00 19:15 19:30

@ OperationsPendingReplication

ReplicationLatency

Seconds

@ ReplicationLatency

PPV NN & _f\_/-\_,’_\_/‘_f 4/\

19:45 20:00 20:30
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Amazon S3 replication time control

3 7|'X| 7 Ol S3 Ol HJEE %X'” EL—' E'I %I SQS queue S SNS topic
ORI E TA|X| E or

Lambda function &M

N & @&

S3 O|HIE 2 S3 ORI E &
OperationMissedThreshold OperationReplicatedAfter
for test.jpg Threshold for test.jpg
I I I
| I |
9:00 9:15 9:18
a2 H 210 CHef 210
test.jpg test.jpg

A =



Amazon S3 A

7S

S3 Glacier Deep Archive
S3 Intelligent-Tiering
Access tiers in inventory reports

S3 Block Public Access
S3 Access Analyzer
S3 Access Points

S3 Batch Operations
S3 Same-Region replication
S3 replication time control






QWS SUMMIT
~—7 ONLINE




